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RE:
Request for Final Approval of Proposed Regulations at 105 CMR 222.000: Massachusetts Immunization Information System

Introduction 

An informational briefing was provided to the Public Health Council on September 17, 2014, regarding proposed regulations at 105 CMR 222.000:  Massachusetts Immunization Information System (MIIS).   The Department developed the Massachusetts Immunization Information System (MIIS), a confidential, web-based system that collects and stores vaccination records for Massachusetts residents of all ages.  The registry requires mandatory reporting to a computerized immunization registry by all healthcare providers who administer immunizations, and also includes a vital records data feed to capture immunization information on newborns. M.G.L. c. 111, §24M, which was enacted in 2010, requires the Department to establish, maintain and operate a computerized immunization registry.  

In addition to serving as the central registry, the MIIS also serves as the state vaccine ordering and inventory system that coordinates with the Centers for Disease Control and Prevention’s (CDC’s) centralized vaccine procurement and distribution system. The MIIS, which is operated by the Department’s Immunization Program, provides health care providers and families a tool to help ensure that all individuals are immunized based on the latest federal recommendations. The MIIS provides numerous benefits to all those involved in the health care of children and adults, contributing to a higher immunization rate and a healthier population. 

M.G.L. c. 111, §24M requires the Department to promulgate rules and regulations to implement the immunization registry. 
Background
The concept of an immunization registry has been in circulation for over 30 years in the United States, though development of systems did not begin until the early 1990s. The Robert Wood Johnson Foundation (RWJF) established the All Kids Count (AKC) program in 1991 in response to national concerns over low immunization levels of preschool children. AKC recognized the need to develop model programs for immunization registry systems which eventually led to the establishment of 16 operational immunization registries by 2000. 

Immunization registries continued to grow and expand throughout the country over the past decade and became one of the first widely implemented public health information systems. 

Massachusetts was one of the last states in the nation to implement an immunization registry due to a variety of funding and technology challenges. Development of the current system began in 2009 and MIIS staff and the Information Technology (IT) team customized and tested the first version of the MIIS at the end of 2009. Throughout 2010 the system was reviewed, modified, and given custom enhancements to meet the needs of providers and allow the MIIS to be in compliance with the CDC’s and other national standards. Funds from federal CDC grants, primarily under the Affordable Care Act, were utilized in 2010.  Other federal grants in 2011 allowed further development of the MIIS, including an expansion to enhance interoperability with electronic health records (EHRs).

Immunization program staff created web-based video training modules, an online help system, a user manual, and quick user guides. Clinical integration protocols were developed and tailored for sites with EHRs and sites with paper-based records. Confidentiality protocols were strictly adhered to during this time of development and were clearly documented in the MIIS Policy Statement.  The MIIS Policy Statement served as a manual to pilot providers testing the system, providers interested in learning more about MIIS and as a general framework for the development of the regulations and final system components.  

The system went live in February 2011. Utilization of the system was first piloted by sites that did not have electronic health records that entered data through a conventional user interface. In August 2012, an interface was established for provider sites with EHRs to exchange data with the MIIS.  Currently, the majority of providers use EHRs and are submitting data to the MIIS using electronic data exchange. However, there are still a significant number of end users (predominantly local health departments and schools that administer vaccines) who enter data using the user interface. 

Currently over 500 vaccine administration sites (this includes individual health care providers, provider groups, pharmacies, hospitals, and local health departments) are using the MIIS, and over 2.2 million patient records and over 12.6 million administered vaccine doses have been entered into the system. 

Providers currently need to submit two forms to the Immunization Program and two forms to the Virtual Gateway to access the MIIS. This process is changing with the advent of the Mass HIway. The Mass HIway is a secure statewide network that facilitates the transmission of healthcare data and health information among providers, hospitals and other healthcare entities (www.mass.gov/hhs/ masshiway ). Eventually, all providers that submit data via electronic data exchange will do so through this state-run secure network. 

Proposed Regulations

The Commissioner’s Office, Legal Office, and Bureau of Infectious Disease Immunization Program staff determined that the magnitude of system creation warranted an extended development process for the MIIS regulations. The Department has collaborated with stakeholders, federal agencies and existing state registries in order to draft these regulations.  As noted, sub-regulatory guidance, through the MIIS Policy Statement and accompanying documents has provided the rules, standards and updates for users.  However, with several hundred providers entering data into the system, current policy statements are insufficient to protect patient privacy rights and guide provider practice and the Department plans to codify current practice through the promulgation of these regulations. 

The attached proposed regulations, based on the MIIS Policy Statement, include language, policies and procedures that have been in place and followed by health care providers for the past several years.  M.G.L. c. 111, §24M, provides the framework for 105 CMR 222.000 by designating required system users, specifying confidentiality protections, describing duty to inform about reporting requirements, and authorizing the Department to enter into collaborative agreements with other state immunization registries and researchers (pursuant to M.G.L. c. 111, §24A).  The statute allows the Department, through the promulgation of these regulations, to determine provider enrollment practice, to establish the type of immunization information that is entered into the MIIS and the manner in which it is entered, to determine a compliance schedule, and to designate authorized system users within the Department.   

A summary of the regulations is included below: 

Mandated System Users:

· Mandated users include all health care providers licensed in the Commonwealth who administer immunizations in Massachusetts to any person, whether or not that person is a resident of the Commonwealth, pharmacists authorized by 105 CMR 700.004(B) (6) to dispense vaccine by administration, and any entity that accesses the MIIS.

Enrollment:

· Health care provider sites shall review and complete the Provider Site Enrollment Agreement (as developed by the Department) prior to enrolling individual users at their site in the MIIS. 

Reporting:

· Health care providers shall report all new immunizations either through a web-based graphical user interface or by data exchange within seven days of immunization administration. Sites performing data exchange shall comply with all electronic data exchange specifications required by the Department. If necessary, sites may perform a one-time historical upload of records into the MIIS in a form and manner determined by the Department.
· Birth hospitals/facilities shall report to MIIS through electronic data submission to the Massachusetts Registry of Vital Records and Statistics (MRVRS) which in turn provides a data feed on newborn immunizations to the MIIS.
Type of Information/Data:
· Current and historical immunization information shall contain the full first and last name and date of birth of the individual, immunization type, and date of immunization administration.

· Current immunization information shall contain Vaccines For Children Program (VFC) status; individual’s current home address; immunization manufacturer and lot number; name, address, and title of the person administering the immunization; edition date printed on the appropriate Vaccine Information Statement (VIS); date the VIS was given to the individual or the individual’s parents/legal representative (if under 18 years of age); and any other information as determined by the Department. 

Duty to Inform:

· Providers shall explain to individuals, or the parent or legal guardian of an individual under 18 years of age, MIIS reporting procedures and requirements, including the right to object to data sharing (immunization information must be entered into the MIIS, but individuals, or the parent or legal guardian of an individual under 18 years of age, may object to the sharing of this information once entered into MIIS). This also applies to immunization information obtained from birth hospitals/facilities through the MRVRS.

Confidentiality Protections:

· Rigorous system access and confidentiality requirements will ensure individual privacy. All health care providers/users of the MIIS must sign agreements to access immunization information solely for the purpose of ensuring that individuals are up to date on the recommended immunization schedule, in compliance with school entry immunization requirements, for disease control and prevention, or for the improvement of immunization coverage rates of their clients or the public. 

· Immunization information may be released from the MIIS without further expressed consent exclusively to the following individuals and agencies, unless the individual or the individual’s parent or guardian has opted out of data sharing:

· Licensed health care providers and their staff providing direct care to the individual patient;

· Elementary and secondary school nurses and registration officials who require proof of immunization for school enrollment and disease control; 

· Local boards of health for disease prevention and control; 

· Women Infants and Children (WIC) nutrition program staff who administer WIC benefits to eligible infants and children; and 

· Staff of state agencies or state programs whose duties include education and outreach related to the improvement of immunization coverage rates among their clients. 

· Authorized Department staff will have access to all records in the system including those for which data sharing status is set to “No.”

· Research requests shall be submitted through the Department’s research proposal submission system and reviewed by designated Department staff (pursuant to M.G.L. c. 111, §24A).
· Information contained in the MIIS does not constitute a public record, is not subject to subpoena or court order, and is not admissible as evidence in any action of any kind before a court, tribunal, agency, board, or person. 

The complete proposed regulatory text is included in Attachment A. All MIIS documents will be updated and maintained on the Immunization Programs website, www.mass.gov/dph/imm .
Public Comment

A public hearing was held on October 29, 2014, and the comment period was open until October 31, 2014. One individual testified in person.  Written testimony was submitted by the MA Chapter of the American Academy of Pediatrics, MA Association of Public Health Nurses, MA Chain Pharmacy Council and a number of local public health nurses from across the Commonwealth. 
The testimony submitted and comments received, along with responses from the BID Immunization Program, is summarized in the following chart:

MIIS Regulations – Summary of Comments Received 
	Comment
	Submitter 
	Response

	Overall support 
	MA Chapter of the  American Academy of Pediatrics; Andover Board of Health; Sharon Board of Health     
	N/A

	Seven-day requirement for new immunizations to be reported to MIIS presents a burden on annual flu clinics with limited staff; many requested an exemption for flu vaccines from the 7 day reporting requirement, one commenter requested a 3 month period to submit flu information.


	Andover Board of Health; Attleboro Board of Health; Canton Board of Health; Chelmsford Board of Health; Chelsea Board of Health; Betty T. Benn (Citizen); Framingham Board of Health;
Hull Board of Health;
Ludlow Board of Health;
Malden Board of Health;
MA Association of Public Health Nurses;
Mattapoisett Board of Health; Milton Board of Health; Natick Board of Health; North Andover Board of Health; Rowe Board of Health; Sharon Board of Health; Tewksbury Board of Health; Wayland Board of Health;  Wrentham Board of Health
	Ultimately, the purpose of all immunization activities, including the MIIS, is to ensure the appropriate delivery of immunization services to all members of a population. Quality of care in immunization services requires age-appropriate administration of vaccines to the individual patient in a clinical setting. To accomplish this, the MIIS must provide access to quality, complete immunization data and clinical decision support information, in a location and at a time where it can affect patient care.

Information regarding administered immunizations must be submitted to the MIIS in a timely fashion in order to prevent over-immunization, provide accurate immunization histories and appropriate clinical decision support at the point of care, assure effective disease control in an outbreak, and optimize vaccine distribution.  Reporting vaccine administration to the MIIS is an essential element to ensure clinical quality, particularly as vaccines are offered in multiple venues (local health departments, pharmacies, etc.).

The Immunization Program reviewed standards for Immunization Information Systems from other jurisdictions in setting this requirement. Rhode Island and Vermont operate under the same seven-day requirement (https://kidsnet.health.ri.gov/llr-practice-osm-prod/pdf/Terms-&-Conditions-SSV.pdf) http://www.leg.state.vt.us/statutes/fullsection.cfm?Title=18&Chapter=021&Section=01129
Michigan’s time frame is more limited at 72 hours (http://www7.dleg.state.mi.us/orr/Files/AdminCode/976_2011-013CH_AdminCode.pdf).

	Unfair for DPH to make local BOH abide by regulations until all providers are equally held to the regulations.


	Canton Board of Health;

Chelmsford Board of Health; Chelsea Board of Health; Betty T. Benn (Citizen); Framingham Board of Health;

Hull Board of Health;

Malden Board of Health;

MA Association of Public Health Nurses;

North Andover Board of Health; Rowe Board of Health; Tewksbury Board of Health; Wayland Board of Health; Wrentham Board of Health
	M.G.L. c. 111, §24M, which requires the promulgation of 105 CMR 222.000 mandates that all licensed health care providers who administer immunizations to report to the registry. 105 CMR 222.400 specifies the development of a compliance schedule, which the Immunization Program is developing.    

	Sorting requirement of MIIS should match that of Commonwealth Medicine (CM requires that vaccine records submitted for reimbursement be sorted by insurance company; MIIS rosters used for flu clinics sort by vaccine lot number).


	Canton Board of Health;
Chelmsford Board of Health; Chelsea Board of Health; Betty T. Benn (Citizen);
Framingham Board of Health; Hull Board of Health; Malden Board of Health; MA Association of Public Health Nurses;
North Andover Board of Health; Rowe Board of Health; Sharon Board of Health;  Tewksbury Board of Health; Wayland Board of Health; Wrentham Board of Health
	The MIIS team consulted local public health in developing the requirements for roster entry, and this issue was not raised. The team regularly receives feedback about the specific screens and functions within the MIIS to make the system more user-friendly, and will be happy to review these suggestions for a subsequent system release, so that changes would be in place prior to the next influenza season (August 2015) as this suggestion only impacts data entered from flu clinics. 

	Oppose MIIS staff and others being able to look at data even when parent/guardian does not want data to be shared.
	Canton Board of Health;

Chelmsford Board of Health;

Chelsea Board of Health; Betty T. Benn (Citizen); Framingham Board of Health;
Hull Board of Health;
Malden Board of Health;
MA Association of Public Health Nurses;
Natick Board of Health;
North Andover Board of Health; Rowe Board of Health; Tewksbury Board of Health;
Wayland Board of Health; Wrentham Board of Health;
	The language in c 111 s 24M is very clear concerning access to the data in MIIS, and the regulations adhere to the requirements as set forth in state law.

	Health nurses were not included in the development of the regulations.


 
	Ludlow Board of Health
	Local Board of Health Nurses were included in the early pilot phase of the MIIS and have been participating in its use under the current policy statement, which is the basis of the proposed regulations. Nurses, through the Massachusetts Association of Public Health Nurses have been engaged through the pilot phase.  

	System can be slow and tends to freeze without saving data entry.
	Tewksbury Board of Health
	DPH continues to make enhancements to our systems database structure to enhance performance where possible. System operation will also vary by site and capacity of the user’s system, which is out of the control of the Immunization Program. DPH appreciates feedback from users and continues to look for ways to make the system as user-friendly as possible.

	DPH should develop an alternative registration mechanism for pharmacists who administer vaccinations upon reviewing/reregistering their professional registration.
	MA Chain Pharmacy Council
	DPH appreciates this input and the desire to make registration as easy as possible for providers. However, as registration is not particularly burdensome, the Department cannot justify developing a separate registration system just for pharmacists at this time. There are also some differences between MIIS registration and professional registration that would need to be resolved. For example, pharmacists need to reregister on a regular basis while MIIS registration is one time, and professional licensure is individual based while MIIS registration is facility based. Therefore, DPH recommends proceeding with the existing registration process but will consider changes to this process in the future. 

	Regulations should clearly state that the enrollment is not required for those pharmacists that do not administer vaccinations.
	MA Chain Pharmacy Council
	The proposed regulatory language is clear that all providers (including pharmacists) who administer immunizations must enroll in MIIS (conversely those who do not administer do not need to enroll). 


Conclusion 

The Immunization Program acknowledges the concerns raised by the commenters but has determined that no additional changes to the regulations are indicated (for reasons summarized above).  Accordingly, the Immunization Program requests that the Public Health Council approve the regulations as proposed.

ATTACHMENT A

Please be advised that the following does not constitute the official version of this regulation. As is the case with all state regulations, official versions are available from the Secretary of the Commonwealth’s State Publications and Regulations Division, through the State Bookstore. For the official version, contact the State Bookstore in Boston at (617) 727-2834.
105 CMR:
Department of Public Health

105 CMR 222.000: 
Massachusetts Immunization Information System

222.001:
Purpose 

222.002:
Scope 

222.003:
Definitions 

222.100:
Health Care Provider Immunization Information Reporting

222.105:
Duty to Inform

222.200:
Provider Enrollment

222.205:
System Access and Confidentiality

222.300:
Requests to Amend Records and Access Records by Individuals

222.305:
Requests for List of Those Who Have Accessed Records

222.400:
Compliance Schedule

222.001: Purpose 

The purpose of 105 CMR 222.000 is to facilitate and promote the use of the Massachusetts Immunization Information System (MIIS) to help improve immunization coverage among all individuals in the Commonwealth.

222.002: Scope 

105 CMR 222.000 applies to all health care providers licensed in the Commonwealth who administer immunizations in Massachusetts to any person, whether or not that person is a resident of the Commonwealth, and any entity that accesses the MIIS.

222.003: Definitions

Department means the Massachusetts Department of Public Health.

Electronic Data Exchange means the electronic interchange of information or data using a standardized format that allows one entity to send information to another electronically rather than with paper. 

EHR means an electronic health record.

GUI means a web-based graphical user interface.

Health Care Provider means a health care professional who administers immunizations and is licensed under M.G.L. c. 112 and  pharmacists authorized by 105 CMR 700.004 (B)(6) to dispense vaccine by administration.

Immunization means a vaccine or immunoglobulin, identified on a list maintained by the Department that introduces active or passive immunity to a specific disease or group of diseases.

MIIS means the Massachusetts Immunization Information System.

MIIS Fact Sheet means the MIIS Fact Sheet for Parents and Parents

MRVRS means the Massachusetts Registry of Vital Records and Statistics.

Objection to Data Sharing means an individual’s immunization information will be accessible only to Department staff and the provider that entered the immunization information. 

Objection Form means a mechanism as determined by the Department by which an individual may indicate an objection to sharing immunization information across providers that access the MIIS.

VIS means Vaccine Information Statements, which are information sheets produced by the Centers for Disease Control and Prevention (CDC) that explain to vaccine recipients, their parents, or their legal representatives the risks and benefits of a vaccine.

VFC means the federal Vaccines For Children Program.

222.100: Health Care Provider Immunization Information Reporting

(A) Health care providers shall report all new immunizations either through the GUI or by data exchange within seven days of immunization administration. 
(B) Health care provider sites that perform data exchange shall comply with all electronic data exchange specifications required by the Department.
(C) Health care provider sites performing electronic data exchange shall send complete immunization records with all new immunizations being reported to the system. If sites are unable to send complete records, they may perform a one-time historical upload of records into the MIIS in a form and manner determined by the Department.
(D) Data for each individual reported through the GUI shall include at a minimum:
(1) For both current and historical immunizations, the full first and last name and date of birth of the individual, immunization type, and date of immunization administration; 

(2) For current immunizations, VFC status, individual’s current home address, immunization manufacturer and lot number, name, address, and title of the person administering the immunization, edition date printed on the appropriate VIS, and date the VIS was given to the individual or the individual’s parents/legal representative (if under 18 years of age); and 

(3) Any other information as determined by the Department. 

222.105: Duty to Inform

(A) Providers shall explain to individuals, or the parent or legal guardian of an individual under 18 years of age, the MIIS reporting procedures and requirements for immunization information for all individuals to the MIIS, including the right to object to data sharing, as described in 105 CMR 222.105(C).

(B) Written materials developed by the Department for this purpose may include: MIIS Fact Sheet, posters, sample language for individual registration forms, sample provider email or template letters for informing individuals, MIIS Objection (or Withdrawal of Objection) Form. These materials will be maintained and updated by the Department. 
(C) Objection/Withdrawal of Objection Procedures.
(1) If an individual, or the parent or guardian of an individual under 18 years of age, chooses to object to data sharing (or withdraw objection to data sharing) in the MIIS, the individual must complete the Objection Form and submit it either to his or her health care provider or directly to the Department. 

(2) If an Objection Form is received directly by a provider, the provider must fax the form to the Department within 24 hours of receipt. Providers must also change the data sharing status of the individual in the GUI in order to ensure the Objection or Withdrawal of Objection is implemented within the system immediately, as practical.

(3) The records of an individual whose data sharing is changed from “Yes” or “Unknown” to “No” will be accessible only by the provider site that entered the immunization information. 

(4) An individual who has objected to data sharing, but whose name is not yet in the MIIS, will be added to the system and will have data sharing status set to “No” by the Department.

(D) All birth hospitals/facilities shall also inform the individual’s parent or guardian of the electronic data transmission of all immunizations provided to newborns from MRVRS to MIIS. 

222.200: Provider Enrollment

(A) Health care provider sites shall review and complete the Provider Site Enrollment Agreement prior to enrolling individual users at their site in the MIIS. 

(B) Health care providers shall enroll and agree to comply with all terms and conditions set forth in the MIIS Individual User Agreement and Confidentiality Statement prior to receiving access to the MIIS either thru the GUI or electronic data exchange. Signed individual user agreements shall be sent to Department and copies maintained at the provider site. 

(C) Department may at any time revoke access to the MIIS from any user who fails to comply with the MIIS Individual User Agreement and Confidentiality Statement.

222.205: System Access and Confidentiality
(A) Immunization information shall be released from the MIIS only to the following individuals and agencies without further expressed consent of the individual or the individual’s parent or guardian unless the individual or the individual’s parent or guardian has objected to data sharing:

(1) Licensed health care providers and their staff providing direct care to the individual patient;

(2) Elementary and secondary school nurses and registration officials who require proof of immunization for school enrollment and disease control; 

(3) Local boards of health for disease prevention and control; 

(4) Women Infants and Children (WIC) nutrition program staff who administer WIC benefits to eligible infants and children; and 

(5) Staff of state agencies or state programs whose duties include education and outreach related to the improvement of immunization coverage rates among their clients. 

(B) In accordance with the MIIS Individual User Agreement and Confidentiality Statement, all users of the MIIS must agree to access immunization information solely for the purpose of ensuring that individuals are up to date on the recommended immunization schedule, in compliance with school entry immunization requirements, for disease control and prevention, or for the improvement of immunization coverage rates of their clients or the public. 

(C) Access by department staff. Authorized Department staff may have access to all records in the system including those for which data sharing status is set to “No.”

(D) Access by researchers. Research requests shall be submitted through the Department’s research proposal submission system and reviewed by designated Department staff. Researchers granted approval shall sign the MIIS Individual User Agreement and Confidentiality Statement. 

(E) Access by non-health care providers. Non-health care providers who may be granted access to the system for “view only” and/or report generating privileges shall complete a site and an individual agreement and agree to comply by the same terms and conditions that apply to health care providers. 

(F) Protection from subpoena and public record requests. Information contained in the MIIS does not constitute a public record, is not subject to subpoena or court order, and is not admissible as evidence in any action of any kind before a court, tribunal, agency, board, or person. 

222.300: Requests to Amend Records and Access Records by Individuals 

(A) Incorrect information maybe amended by an individual’s health care provider or by any health care provider if the individual has not objected to data sharing in the MIIS.

(B) Requests for record amendments may also be made directly to the Department in writing in a form and manner determined by the Department.

(C) Requests for copies of records by individuals should be made to their health care provider.  Such requests can be made in person and the health care provider filling the request shall validate the individual’s identity, and in the case of a minor’s record, validate that the individual is the legal guardian or parent of the minor. Requests can also be made directly to the Department in writing in a form and manner determined by the Department.

222.305: Requests for List of Those Who Have Accessed Records 

Requests for a record of all MIIS users that have accessed an individual’s immunization information shall be made in writing in a form and manner determined by the Department. 

222.400: Compliance Schedule

All health care providers licensed in the Commonwealth who administer immunizations in Massachusetts to any person, whether or not that person is a resident of the Commonwealth, shall be in compliance with 105 CMR 222.000 according to a schedule to be determined and distributed by the Department.

REGULATORY AUTHORITY


105 CMR 222.000: M.G.L. c. 111, ss. 3, 24M.
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